
Statement plicability of Ap

Applicable - implemented

Applicable - not implemented

Not Applicable

This control is deemed to be applicable based on risk assessment and the control has been implemented.

This control is deemed to be applicable based on risk assessment but the level of risk has been deemed acceptable and the control has not been implemented.

This control has been iden�fied as “Not Applicable” and is not relevant to the scope of the ISMS. This has been confirmed through risk assessment.

Reference

Applicable - implemented A.5.1.1 Policies for informa�on security A.5.1 Management direc�on for informa�on security. Objec�ve: To provide management direc�on and support for 

informa�on security in accordance with business requirements and relevant laws and regula�ons.

Applicable - implemented A.5.1.2 Review of the policies for informa�on security and privacy A.5.1 Management direc�on for informa�on security. Objec�ve: To provide management direc�on and support for 

informa�on security in accordance with business requirements and relevant laws and regula�ons.

Applicable - implemented A.6.1.1 Informa�on security roles and responsibili�es A.6.1 Internal organisa�on. Objec�ve: to establish a management framework to ini�ate and control implementa�on 

and opera�on of informa�on security within the organisa�on.

Applicable - implemented A.6.1.2 Segrega�on of du�es A.6.1 Internal organisa�on. Objec�ve: to establish a management framework to ini�ate and control implementa�on 

and opera�on of informa�on security within the organisa�on.

Applicable - implemented A.6.1.3 Contact with authori�es A.6.1 Internal organisa�on. Objec�ve: to establish a management framework to ini�ate and control implementa�on 

and opera�on of informa�on security within the organisa�on.

Applicable - implemented A.6.1.4 Contact with special interest groups A.6.1 Internal organisa�on. Objec�ve: to establish a management framework to ini�ate and control implementa�on 

and opera�on of informa�on security within the organisa�on.

Applicable - implemented A.6.1.5 Informa�on security in project management A.6.1 Internal organisa�on. Objec�ve: to establish a management framework to ini�ate and control implementa�on 

and opera�on of informa�on security within the organisa�on.

Applicable - implemented A.6.2.1 Mobile device policy A.6.2 Mobile devices and teleworking. Objec�ve: To ensure the security of teleworking and use of mobile devices.

Applicable - implemented A.6.2.2 Teleworking A.6.2 Mobile devices and teleworking. Objec�ve: To ensure the security of teleworking and use of mobile devices.

Applicable - implemented A.7.1.1 Screening A.7.1 Prior to employment. Objec�ve: To ensure that employees and contractors understand their responsibili�es 

and are suitable for the roles for which they are considered.

Applicable - implemented A.7.1.2 Terms and condi�ons of employment A.7.1 Prior to employment. Objec�ve: To ensure that employees and contractors understand their responsibili�es 

and are suitable for the roles for which they are considered.

Applicable - implemented A.7.2.1 Management responsibili�es A.7.2 During employment. Objec�ve: To ensure that employees and contractors are aware of and fulfil their 

informa�on security responsibili�es.

Applicable - implemented A.7.2.2 Informa�on security and privacy awareness, educa�on, 

and training

A.7.2 During employment. Objec�ve: To ensure that employees and contractors are aware of and fulfil their 

informa�on security responsibili�es.

Applicable - implemented A.7.2.3 Disciplinary process A.7.2 During employment. Objec�ve: To ensure that employees and contractors are aware of and fulfil their 

informa�on security responsibili�es.

Applicable - implemented A.7.3.1 Termina�on or change of employment responsibili�es A.7.3 Termina�on and change of employment. Objec�ve: To protect the organisa�on's interests as part of the 

process of changing or termina�ng employment.

Applicable - implemented A.8.1.1 Inventory of assets A.8.1 Responsibility for assets. Objec�ve: To iden�fy organisa�onal assets and define appropriate protec�on 

responsibili�es.

Applicable - implemented A.8.1.2 Ownership of assets A.8.1 Responsibility for assets. Objec�ve: To iden�fy organisa�onal assets and define appropriate protec�on 

responsibili�es.

Applicable - implemented A.8.1.3 Acceptable use of assets A.8.1 Responsibility for assets. Objec�ve: To iden�fy organisa�onal assets and define appropriate protec�on 

responsibili�es.

Applicable - implemented A.8.1.4 Return of assets A.8.1 Responsibility for assets. Objec�ve: To iden�fy organisa�onal assets and define appropriate protec�on 

responsibili�es.

Applicable - implemented A.8.2.1 Classifica�on of informa�on A.8.2 Classifica�on of informa�on. Objec�ve: To ensure that informa�on receives an appropriate level of protec�on 

in accordance with its importance to the organisa�on.

Applicable - implemented A.8.2.2 Labelling of informa�on A.8.2 Classifica�on of informa�on. Objec�ve: To ensure that informa�on receives an appropriate level of protec�on 

in accordance with its importance to the organisa�on.

Applicable - implemented A.8.2.3 Handling of assets A.8.2 Classifica�on of informa�on. Objec�ve: To ensure that informa�on receives an appropriate level of protec�on 

in accordance with its importance to the organisa�on.

Applicable - implemented A.8.3.1 Management of removable media A.8.3 Media handling. Objec�ve: To prevent unauthorised disclosure, modifica�on, removal or destruc�on of 

informa�on stored on media.

Applicable - implemented A.8.3.2 Disposal of media A.8.3 Media handling. Objec�ve: To prevent unauthorised disclosure, modifica�on, removal or destruc�on of 

informa�on stored on media.

Applicable - implemented A.8.3.3 Physical media transfer A.8.3 Media handling. Objec�ve: To prevent unauthorised disclosure, modifica�on, removal or destruc�on of 

informa�on stored on media.

Applicable - implemented A.9.1.1 Access control policy A.9.1 Business requirements of access control. Objec�ve: To limit access to informa�on and informa�on processing 

facili�es.

Applicable - implemented A.9.1.2 Access to networks and network services A.9.1 Business requirements of access control. Objec�ve: To limit access to informa�on and informa�on processing 

facili�es.

Applicable - implemented A.9.2.1 User registra�on and de-registra�on A.9.2 User access management. Objec�ve: To ensure authorised user access and to prevent unauthorised access to 

systems and services.

Applicable - implemented A.9.2.2 User access provisioning A.9.2 User access management. Objec�ve: To ensure authorised user access and to prevent unauthorised access to 

systems and services.

Applicable - implemented A.9.2.3 Management of privileged access rights A.9.2 User access management. Objec�ve: To ensure authorised user access and to prevent unauthorised access to 

systems and services.

Applicable - implemented A.9.2.4 Management of secret authen�ca�on informa�on of users A.9.2 User access management. Objec�ve: To ensure authorised user access and to prevent unauthorised access to 

systems and services.

Applicable - implemented A.9.2.5 Review of user access rights A.9.2 User access management. Objec�ve: To ensure authorised user access and to prevent unauthorised access to 

systems and services.

Applicable - implemented A.9.2.6 Removal or adjustment of access rights A.9.2 User access management. Objec�ve: To ensure authorised user access and to prevent unauthorised access to 

systems and services.

Applicable - implemented A.9.3.1 Use of secret authen�ca�on informa�on A.9.3 User Responsibili�es. Objec�ve: To make users accountable for safeguarding their authen�ca�on informa�on.

Applicable - implemented A.9.4.1 Informa�on access restric�on A.9.4 System and applica�on access control

Applicable - implemented A.9.4.2 Secure log-on procedures A.9.4 System and applica�on access control

Applicable - implemented A.9.4.3 Password management system A.9.4 System and applica�on access control

Applicable - implemented A.9.4.4 Use of privileged u�lity programmes A.9.4 System and applica�on access control

Applicable - implemented A.9.4.5 Access control to programme source code A.9.4 System and applica�on access control

Applicable - implemented A.10.1.1 Policy on the use of cryptographic controls A.10.1 Cryptographic controls. Objec�ve: To ensure proper and effec�ve use of cryptography to protect the 

confiden�ality, authen�city and/or integrity of informa�on.

Applicable - implemented A.10.1.2 Key management A.10.1 Cryptographic controls. Objec�ve: To ensure proper and effec�ve use of cryptography to protect the 

confiden�ality, authen�city and/or integrity of informa�on.

Not Applicable A.11.1.1 Physical security perimeter A.11.1 Secure areas. Objec�ve: To prevent unauthorised physical access, damage and interference to the 

organisa�on's informa�on and informa�on processing facili�es.

Not Applicable A.11.1.2 Physical entry controls A.11.1 Secure areas. Objec�ve: To prevent unauthorised physical access, damage and interference to the 

organisa�on's informa�on and informa�on processing facili�es.

Not Applicable A.11.1.3 Securing offices, rooms and facili�es A.11.1 Secure areas. Objec�ve: To prevent unauthorised physical access, damage and interference to the 

organisa�on's informa�on and informa�on processing facili�es.

Not Applicable A.11.1.4 Protec�ng against external and environmental threats A.11.1 Secure areas. Objec�ve: To prevent unauthorised physical access, damage and interference to the 

organisa�on's informa�on and informa�on processing facili�es.

Not Applicable A.11.1.5 Working in secure areas A.11.1 Secure areas. Objec�ve: To prevent unauthorised physical access, damage and interference to the 

organisa�on's informa�on and informa�on processing facili�es.

Applicability Ac�vity Control / Ac�vity Objec�ve / Deliverable

Jus�fica�on



Reference
Applicability Ac�vity Control / Ac�vity Objec�ve / Deliverable

Not Applicable A.11.1.6 Delivery and loading areas A.11.1 Secure areas. Objec�ve: To prevent unauthorised physical access, damage and interference to the 

organisa�on's informa�on and informa�on processing facili�es.

Not Applicable A.11.2.1 Equipment si�ng and protec�on A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.2 Suppor�ng u�li�es A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.3 Cabling security A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.4 Equipment maintenance A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.5 Removal of assets A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.6 Security of equipment and assets off-premises A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.7 Secure disposal or reuse of equipment A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.8 Una�ended user equipment A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Not Applicable A.11.2.9 Clear desk and clear screen policy A.11.2 Equipment. Objec�ve: To prevent loss, damage, the� or compromise of assets and interrup�on to the 

organisa�on's opera�ons.

Applicable - implemented A.12.1.1 Documented opera�ng procedures A.12.1 Opera�onal procedures and responsibili�es. Objec�ve: To ensure correct and secure opera�ons of 

informa�on processing facili�es.

Applicable - implemented A.12.1.2 Change management A.12.1 Opera�onal procedures and responsibili�es. Objec�ve: To ensure correct and secure opera�ons of 

informa�on processing facili�es.

Applicable - implemented A.12.1.3 Capacity management A.12.1 Opera�onal procedures and responsibili�es. Objec�ve: To ensure correct and secure opera�ons of 

informa�on processing facili�es.

Applicable - implemented A.12.1.4 Separa�on of development, tes�ng and opera�onal 

environments

A.12.1 Opera�onal procedures and responsibili�es. Objec�ve: To ensure correct and secure opera�ons of 

informa�on processing facili�es.

Applicable - implemented A.12.2.1 Controls against malware A.12.2 Protec�on from malware. Objec�ve: To ensure that informa�on and informa�on processing facili�es are 

protected from malware.

Applicable - implemented A.12.3.1 Informa�on backup A.12.3 Backup. Objec�ve: To protect against loss of data.

Applicable - implemented A.12.4.1 Event logging A.12.4 Logging and monitoring. Objec�ve: To record events and generate evidence.

Applicable - implemented A.12.4.2 Protec�on of log informa�on A.12.4 Logging and monitoring. Objec�ve: To record events and generate evidence.

Applicable - implemented A.12.4.3 Administrator and operator logs A.12.4 Logging and monitoring. Objec�ve: To record events and generate evidence.

Applicable - implemented A.12.4.4 Clock synchronisa�on A.12.4 Logging and monitoring. Objec�ve: To record events and generate evidence.

Applicable - implemented A.12.5.1 Installa�on of so�ware on opera�onal systems A.12.5 Control of opera�onal so�ware. Objec�ve: To ensure the integrity of opera�onal systems.

Applicable - implemented A.12.6.1 Management of technical vulnerabili�es A.12.6 Technical vulnerability management. Objec�ve: To prevent exploita�on of technical vulnerabili�es.

Applicable - implemented A.12.6.2 Restric�ons on so�ware installa�on A.12.6 Technical vulnerability management. Objec�ve: To prevent exploita�on of technical vulnerabili�es.

Applicable - implemented A.12.7.1 Informa�on systems audit controls A.12.7 Informa�on systems audit considera�ons. Objec�ve: To minimise the impact of audit ac�vi�es on opera�onal 

systems.

Applicable - implemented A.13.1.1 Network controls A.13.1 Network security management. Objec�ve: To ensure the protec�on of informa�on in networks and its 

suppor�ng informa�on processing facili�es.

Applicable - implemented A.13.1.2 Security of network services A.13.1 Network security management. Objec�ve: To ensure the protec�on of informa�on in networks and its 

suppor�ng informa�on processing facili�es.

Applicable - implemented A.13.1.3 Segrega�on in networks A.13.1 Network security management. Objec�ve: To ensure the protec�on of informa�on in networks and its 

suppor�ng informa�on processing facili�es.

Applicable - implemented A.13.2.1 Informa�on transfer policies and procedures A.13.2 Informa�on transfer. Objec�ve: To maintain the security of informa�on transferred within an organisa�on 

and any external en�ty.

Applicable - implemented A.13.2.2 Agreements on informa�on transfer A.13.2 Informa�on transfer. Objec�ve: To maintain the security of informa�on transferred within an organisa�on 

and any external en�ty.

Applicable - implemented A.13.2.3 Electronic messaging A.13.2 Informa�on transfer. Objec�ve: To maintain the security of informa�on transferred within an organisa�on 

and any external en�ty.

Applicable - implemented A.13.2.4 Confiden�ality or non-disclosure agreements A.13.2 Informa�on transfer. Objec�ve: To maintain the security of informa�on transferred within an organisa�on 

and any external en�ty.

Applicable - implemented A.14.1.1 Informa�on security requirements analysis and specifica�on A.14.1 Security requirements of informa�on systems. Objec�ve: To ensure that informa�on security is an integral 

part of informa�on systems across the en�re lifecycle. This also includes the requirements for informa�on systems 

which provide services over public networks.

Applicable - implemented A.14.1.2 Securing applica�on services on public networks A.14.1 Security requirements of informa�on systems. Objec�ve: To ensure that informa�on security is an integral 

part of informa�on systems across the en�re lifecycle. This also includes the requirements for informa�on systems 

which provide services over public networks.

Applicable - implemented A.14.1.3 Protec�ng applica�on services transac�ons A.14.1 Security requirements of informa�on systems. Objec�ve: To ensure that informa�on security is an integral 

part of informa�on systems across the en�re lifecycle. This also includes the requirements for informa�on systems 

which provide services over public networks.

Applicable - implemented A.14.2.1 Secure development policy A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.2 System change control procedures A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.3 Technical review of applica�ons a�er opera�ng pla�orm 

changes

A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.4 Restric�ons on changes to so�ware packages A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.5 Secure system engineering principles A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.6 Secure development environment A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.7 Outsourced development A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.8 System security tes�ng A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.2.9 System acceptance tes�ng A.14.2 Security in development and support processes. Objec�ve: To ensure that informa�on security is designed 

and implemented within the development lifecycle of informa�on systems.

Applicable - implemented A.14.3.1 Protec�on of test data A.14.3 Test data. Objec�ve: To ensure the protec�on of data used for tes�ng.

Applicable - implemented A.15.1.1 Informa�on security policy for supplier (and other important)

rela�onships

A.15.1 Informa�on security in supplier and other important rela�onships. Objec�ve: To ensure protec�on of the 

organisa�on's assets that is accessible by suppliers (and other important rela�onships affec�ng delivery).

Applicable - implemented A.15.1.2 Addressing security within supplier (and other 

important rela�onship) agreements

A.15.1 Informa�on security in supplier and other important rela�onships. Objec�ve: To ensure protec�on of the 

organisa�on's assets that is accessible by suppliers (and other important rela�onships affec�ng delivery).

Applicable - implemented A.15.1.3 Informa�on and communica�on technology supply chain A.15.1 Informa�on security in supplier and other important rela�onships. Objec�ve: To ensure protec�on of the 

organisa�on's assets that is accessible by suppliers (and other important rela�onships affec�ng delivery).

Applicable - implemented A.15.2.1 Monitoring and review of supplier services (and other 

important delivery rela�onships)

A.15.2 Supplier and other important rela�onship service delivery management. Objec�ve: To maintain an agreed 

level of informa�on security and service delivery in line with supplier (and other important delivery rela�onship) 

agreements.

Applicable - implemented A.15.2.2 Managing changes to supplier (and other important 

delivery rela�onships) services

A.15.2 Supplier and other important rela�onship service delivery management. Objec�ve: To maintain an agreed 

level of informa�on security and service delivery in line with supplier (and other important delivery rela�onship) 

agreements.

Applicable - implemented A.16.1.1 Responsibili�es and procedures A.16.1 Management of security incidents and improvements. Objec�ve: To ensure a consistent and effec�ve 

approach to the management of informa�on security incidents, including communica�on on security events and 

weaknesses.

Applicable - implemented A.16.1.2 Repor�ng informa�on security events A.16.1 Management of security incidents and improvements. Objec�ve: To ensure a consistent and effec�ve 

approach to the management of informa�on security incidents, including communica�on on security events and 

weaknesses.

Applicable - implemented A.16.1.3 Repor�ng informa�on security weaknesses A.16.1 Management of security incidents and improvements. Objec�ve: To ensure a consistent and effec�ve 

approach to the management of informa�on security incidents, including communica�on on security events and 

weaknesses.



Applicable - implemented A.16.1.4 Assessment of and decision on informa�on security events A.16.1 Management of security incidents and improvements. Objec�ve: To ensure a consistent and effec�ve 

approach to the management of informa�on security incidents, including communica�on on security events and 

weaknesses.

Applicable - implemented A.16.1.5 Response to informa�on security events A.16.1 Management of security incidents and improvements. Objec�ve: To ensure a consistent and effec�ve 

approach to the management of informa�on security incidents, including communica�on on security events and 

weaknesses.

Applicable - implemented A.16.1.6 Learning from informa�on security incidents A.16.1 Management of security incidents and improvements. Objec�ve: To ensure a consistent and effec�ve 

approach to the management of informa�on security incidents, including communica�on on security events and 

weaknesses.

Applicable - implemented A.16.1.7 Collec�on of evidence A.16.1 Management of security incidents and improvements. Objec�ve: To ensure a consistent and effec�ve 

approach to the management of informa�on security incidents, including communica�on on security events and 

weaknesses.

Applicable - implemented A.17.1.1 Planning informa�on security con�nuity A.17.1 Informa�on security con�nuity

Applicable - implemented A.17.1.2 Implemen�ng informa�on security con�nuity A.17.1 Informa�on security con�nuity

Applicable - implemented A.17.1.3 Verify, review and evaluate informa�on security con�nuity A.17.1 Informa�on security con�nuity

Applicable - implemented A.17.2.1 Availability of informa�on processing facili�es A.17.2 Redundancies. Objec�ve: To ensure availability of informa�on processing facili�es.

Applicable - implemented A.18.1.1 Iden�fica�on of applicable legisla�on and contractual

 requirements

A.18.1 Compliance with legal and contractual requirements. Objec�ve: To avoid breaches of legal, statutory, 

regulatory or contractual obliga�ons related to informa�on security and of any security requirements.

Applicable - implemented A.18.1.2 Intellectual property rights A.18.1 Compliance with legal and contractual requirements. Objec�ve: To avoid breaches of legal, statutory, 

regulatory or contractual obliga�ons related to informa�on security and of any security requirements.

Applicable - implemented A.18.1.3 Protec�on of records A.18.1 Compliance with legal and contractual requirements. Objec�ve: To avoid breaches of legal, statutory, 

regulatory or contractual obliga�ons related to informa�on security and of any security requirements.

Applicable - implemented A.18.1.4 Privacy and protec�on of personally iden�fiable informa�on A.18.1 Compliance with legal and contractual requirements. Objec�ve: To avoid breaches of legal, statutory, 

regulatory or contractual obliga�ons related to informa�on security and of any security requirements.

Applicable - implemented A.18.1.5 Regula�on of cryptographic controls A.18.1 Compliance with legal and contractual requirements. Objec�ve: To avoid breaches of legal, statutory, 

regulatory or contractual obliga�ons related to informa�on security and of any security requirements.

Applicable - implemented A.18.2.1 Independent review of informa�on security A.18.2 Informa�on security reviews. Objec�ve: To ensure that informa�on security is implemented and operated in 

accordance with the organisa�onal policies and procedures.

Applicable - implemented A.18.2.2 Compliance with security policies and standards A.18.2 Informa�on security reviews. Objec�ve: To ensure that informa�on security is implemented and operated in 

accordance with the organisa�onal policies and procedures.

Applicable - implemented A.18.2.3 Technical compliance review A.18.2 Informa�on security reviews. Objec�ve: To ensure that informa�on security is implemented and operated in 

accordance with the organisa�onal policies and procedures.
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